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The Cyber Resilience Journey
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Cyber Security a Clear and Present Risk

Legislation and
Compliance

Notifiable data breaches (AU), PSPF
GDPR (EU)

CCPA (California)

PIPEDA (Canada)

Increasing
Technological
Complexity

¢ Cloud services (many Clouds)
* Multiple Cloud providers
o C(ritical data outside own control

Many Standards

* ASD Essential 8
o NIST
e |SO27001

= IBRS

Information
Explosion

e Data and analytics
o |OT
» Digital disruption

Increasing frequency and
impact of Cyber Security
Incidents

* State actors
e Organised crime



A Pragmatic Approach to Cyber Security

Holistic Framework & Governance
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Maturity Levels

- Optimal

- Managed

- Defined

- Acknowledged
- Initial

- Non-existent
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https://www.nist.gov/

A Pragmatic Approach to Cyber Security

Holistic Framework & Governance

I. Legal and Compliance

* Regulatory requirements
(international)
e Certification standards

e Incident Response Plan

» Contigencies to deal with
other crisis and stakeholder
management

Il. Operations and
Technology

Control measures V. Leadership and
Governance

Address identified risks : e
Compromise
Mitigate potential

e Management due diligence
e Ownership of risk
e Assessing appetite for risk

L. Humaﬁ Factors

Security culture that
empowers and helps to
ensure commitment
Proper mix of people, skills,
culture, communication
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